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PATENT APPLICATION IN THE U.S. PATENT AND TRADEMARK OFFICE 

for 

DATA STORAGE SYSTEM AND PROCESS 

by 

LLOYD ALAN POSTON 

FIELD OF THE INVENTION 
The present invention relates to data storage systems and, in particular embodiments, to 

data storage systems that provide the ability for continuous up to date backup of a computer 
hard disk drive. 

BACKGROUND OF THE INVENTION 
Since the beguming of computer systems there have been computer system failures, 
crashes, power outages and other conditions that resuh in data loss. Often when a computer 
system fails, the data within the computer system, which is not stored on a nonvolatile media 
storage device, is lost. To prevent the loss of computer data, users of computer systems have 
implemented a variety of schemes to protect computer data from loss. One method of 
preventing loss of computer data is through data backup schemes. Backup schemes, in 
general, protect computer data by copymg data to a storage device, which can then be 

accessed if the original data is lost or corrupted. 

Because of the proliferation of computer data, for example within a company wide 
network, facilities for backing up large amounts of data are relatively common. One common 
scheme for backing up data, for example in a network, is to take a snapshot Of the data during 
a period of low user activity. For example, many computer systems are commonly backed up 
at night when few or no users are using the system. A common method of backup is to merely 
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copy all of the data on hard disks to a mass storage media such as a tape or RAID (Redundant 
Array of Inexpensive Disks). 

As the amount of data within a network increases, daily backups of the entire data 
within a system may become impractical. Most systems commonly limit the data backed up to 
include only those files which have been changed during the course of a day. While the 
method of backing up only the files that have changed can ease the backup burden, the process 
of restoring of the data after a catastrophic failure can require loading data from multiple 
sequential days. Nonetheless, network backup systems are still commonly snapshot based, 
that is they run periodically - commonly once per day. In large systems, in which only the 
changed files are backed up once per day, a full system back up is commonly performed once 
per week, for example, on the weekends. 

There are several difficulties with these common schemes of computer system backups. 
A first obvious difficulty arises because, although the files are backed up once per day, a 
failure during the day can cause the loss of several hours of data or work product. Another 
difficulty can arise because, during the back up period, a large amount of network bandwidth 
may be consumed in transferring files to a backup system. This bandwidth usage requirement 
can interfere with other system functions that may be running concurrently. 

Some systems have attempted to deal with the problem of losing several hours of data, 
which can occur if a backup is only done once per day, by increasing the frequency of 

backups. For example, some word processing programs may have facilities to store the open 

files on a timed basis. The method of storing files on a tuned basis can somewhat alleviate the 
problem of losing many hours of data due to a catastrophic failure. The continual storing of 
files from many users m a network can consume a large amount of the network bandwidth, 
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however, thereby slowing down all users. In addition to slowing down the network response 

time by burdening the networks with the extra backup traffic, the usable bandwidth and hence 

the capability and efficiency of the network is reduced. 

Because of the aforementioned difficulties in current systems there is a need for 
efficient continuous backups that can minimize the loss of data during a catastrophic failure 
and yet not adversely impact the functioning of the computer system with excessive backup 
traffic. 

SUMMARY OF THE DISCLOSURE 

Accordingly, to overcome limitations m the prior art described above, and to overcome 
other limitations that will become apparent upon reading the present specification, preferred 
embodiments of the present invention relate to a system and method for enabling efficient 
continuous backups of mass storage within a computer system. 

A preferred embodiment of the present invention provides the ability to restore data up 
to an arbitrary time, or up to the point that a failure occurred. 

In particular, preferred embodiments of the present system provide a continuous 
backup capability in which, instead of storing snapshots of the system data at any particular 
time creates a continuous record of data changes. 

In one illustrative embodiment, a system and process for enabling efficient continuous 
backups is based on log-assisted disk technology (LAD). One embodiment of the LAD 
comprises a software layer that is added to an operating system's normal disk interface. The 

LAD software allows extra capabilities to be added to the disk interface. A disk interface with 

a LAD software layer looks and acts just like a normal disk drive interface to the operatmg 
system. Its operation can also be transparent to the user. 
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In an exemplary LAD based system, implemented on a workstation within a computer 
network, data written to the LAD is also queued for transmission to a separate storage 
program running on a server. Data is sent to the storage server in the order in which it was 
written to the LAD. These ordered transmissions of data allow the storage server to maintain 

5 a complete copy of the data written to the LAD. Because the storage server maintains a 

complete copy of the data written to the LAD the storage server can determine for any point in 
time all of the data that was current as of that time. This facility allows the creation of a 
virtual disk image of the local workstation hard disk as it was at any particular point in tune. 
The server then can provide complete backup coverage of all data written to the workstation 
10 disk, an unprovement over a daily-snapshot system, which only captures data at the time of the 
snapshot. Another benefit of the LAD system is that it can serve as a backup for both inactive 
and active files. 

In a further embodiment of a system containing LAD capability, the disk activity which 
is queued for transmission to the server is sent only during periods in which the traffic on the 
15 network is light. In this manner continual backup of the workstation data does not adversely 
impact the overall performance of the network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Referring now to the drawings in which consistent numbers refer to like elements 
throughout. 

20 Figure 1 is a block diagram of a prior art backup system in which a workstation is 

backed up ushig a network connection. 

Figure 2 is a block diagram according to an embodiment of the mvention in which a 
workstation is backed up using a network connection. 
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Figure 3 is a block diagram according to an embodiment of the invention in whicli the 

function of a log-assisted disk is illustrated. 

Figure 4 is an exemplary embodiment of the invention implemented on a single 

workstation, 

5 Figure 5 is an illustration of data structures used to implement a log-assisted disk based 

system (LAD) according to an embodiment of the invention. 

Figure 6 is a graphical representation of a portion of the data structures of a log 
assisted disk system according to embodiments of the invention in which the log assisted disk 
construct is further used to increase the efficiency of disk accesses. 
10 DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

In the foUowmg description, reference is made to the accompanying drawmgs, which 
form a part hereof, and in which is shown by way of illustration specific embodiments in 
which the uivention may be practiced. It is to be understood that other embodiments may be 

Utilized as structural changes without departing from the scope and inventive concepts of the 

15 present disclosure. 

Accordingly embodiments of the present invention relate, generally, to continuous 
backup systems implemented on any computing platform. However, for the purposes of 
simplifying this disclosure, preferred embodiments are described herein with relation to 
backups performed for workstations connected to a network. This exemplary embodunent is 

20 chosen as an example likely to be famUiar to those skiUed in the art, but is not intended to 
limit the invention to the example embodiment. Those skilled in the art wUl recognize the 
wide applicability of the inventive aspects disclosed herein. Accordingly, the examples 
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disclosed are intended to illustrate the inventive aspects of this disclosure, and not to limit 

them to a particular form or implementation. 

Figure 1 is a block diagram illustrating an example of a prior art backup system. In 

Figure 1, a workstation 101 is backed up using network 127, An application running on 

5 workstation 101 performs writes 105 that will be recorded on the mass storage device of the 

workstation, in the present example disk 117. The application 103 writes 105 are accepted by 

the operating system 107. The operating system changes the application writes into sector 
writes 109, each of which comprise a sector address 111 and data 113. The sector writes are 
communicated to a disk controller 115, which then performs the actual sector writes to the 
10 disk 117. At a designated period, for example once per day or on conunand, a backup is 
performed. The backup communicates copies of the files on disk 117, which have been 

changed since the last backup, to a network interface card (NIC) 119. In the present 
exemplary embodiment the network interface card 1 19 comprises an ethernet card. The card 
is connected to an ethernet cable 121, which is then farther connected to a server 123. The 
15 server receives the communications from the network interface card 119 across the ethernet 
121 and writes the communications to the mass storage 125. In this way any files that are 
changed on disk 117 during a particular day will be copied to the mass storage 125, to 

preserve them in case of catastrophic failure within the workstation. 

Figure 2 represents a workstation according to one embodiment of the present 
20 invention. The workstation 201 runs an application 103, which proceeds to issue application 
writes 105, as described above. The writes 105 are accepted by an operating system 107 and 
converted into sector writes 109. The sector writes each comprise a sector address 111 and 
sector data 113. In the present example items 103 through 113, in the illustrative 
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embodiments of Figure 2, may be identical to the similarly numbered items in Figure 1, the 
prior art system. 

Sector writes 109 are communicated to a log-assisted disk LAD 203. The log-assisted 
disk system 203 accumulates the sector writes 109 and time stamps sector writes with a 
5 workstation clock 205 time. At predetermined times, which may be when a log assisted disk 

queue is nearly full, at pre-determined time intervals, or when there is minimal traffic on the 
network, the new data structure comprising the sector writes 109 which have been time 

stamped by the workstation clock 205 are provided to the network interface card 119. The 
network interface card 119, illustratively an Ethernet card, couples the sector writes time 
10 stamped by the workstation clock into the Ethernet 121 and further to the server 123 then to a 
mass storage 125. 

In the present example, however, instead of mass storage containing changed files the 
mass storage contains a log of the sector writes to the disk. The sector writes also have been 

time stamped by the workstation clock 205 so that the time when each was generated by the 
15 operating system is known. Additionally, since the log assisted disk system may write to a 

mass storage through the network many times per day, for example during periods in which 
the network traffic is low, the need for a fixed backup period can be eliminated. 

In a further embodiment, the LAD 203 may be controlled to write to mass storage 125 
through the network 127 as the writes occur. In this manner, if a catastrophic event should 
20 befall the workstation 201, minimal or no data is lost because all writes are effectively being 
continuously recorded in the mass storage 125. 

An additional advantage provided over the periodic backup is that the original system 
data can be recreated with a fine granularity. This means that the most data which can be lost 
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is that waiting to be written to the network from the LAD, The latency period between writes 
of the log assisted disk system 203 to the mass storage of the network 125 may be made as 

short as desired. If the period were made to equal five minutes then the most data that a 

catastrophic failure at the workstation 201 could cause would be the data that had occurred in 
5 writes of five minutes since the last log assisted disk transmission. 

Additionally, since the mass storage contains a log of events on, as opposed to a simple 
recording of the last updated version of each file, the workstation disk 117 can be re-created 
up to any given time within the log. The ability to recreate the workstation disk can be very 
p useful if an application for example were to cause a catastrophic failure at the workstation 201. 

0 10 The writes of the application could then be traced through the log-assisted disk and a new disk 

^ could be created that mirrored the old workstation disk 117. The new disk record could be 

y 

recreated up to any point in time within the log, including the point for example when the 
n application causing the catastrophic failure was initiated. Because the disk can be recreated as 

U it existed at any time up until the failure the backup system provides great flexibility. 

" 15 Figure 3 is a more detailed description of the operation of a log-assisted disk system 

according to an example embodiment of the invention. Sector writes 109 containing a sector 
address 111 and sector data 113 are communicated to the log-assisted disk (LAD) 203. The 
sector writes 109 are also communicated from the LAD to a disk controller 115, as needed for 
recording on the workstation disk 117. The sector writes 109 are also time stamped 303 by 
20 the workstation clock 205, or other source of time information, and then passed mto the log 
assisted disk queue 305. The log queue 305 queues the sector writes along with their tune 
stamp until such time as they are to be written to the network. When it is time for the LAD 
queue to be written to the network, the queue is communicated to the network interface card 
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119, in the illustrated example an ethernet card, and then to the ethernet 121 and further to 

server 123 and the mass storage unit 125. 

Figure 4 is an example of a backup system within a workstation according to a further 

embodiment of the invention. As in the previous Figures 1, 2 and 3, sector writes 109 
5 containing sector addresses 111 and data 113 are accepted by the log-assisted disk system 403. 

The sector writes are then provided by the log-assisted disk system 403 to the disk controller 

115, which writes the sector addresses and data to the disk 117 utilizing normal disk writes 
407. In addition, the sector writes are time stamped by workstation clock 205 and are queued 

within the log assisted disk 403 so as not to interfere with the normal disk writes 407. The 
10 time stamped sector writes are then written into a log file 405 and onto disk 117 by the disk 

controller 115. Other embodiments, instead of using a workstation clock, may use other 

sources of time. Time may come from a network clock, an independent tune source — such 
as one synchronized to a particular time standard, or a variety of other sources. 

In a multi-disk system, the log file 405 may be written to a second physical disk that is 
15 different from the disk being used to record normal disk writes 407. If the first disk to which 
the normal disk writes 407 were occurrmg fails, the log file on the second disk could be used 
to recreate the state of the first disk prior to the failure of the first disk. 

Utilizing this system of two disks, one containmg a LAD system, also provides a 

sophisticated "undo" capability. So, for example, if an operator of the workstation decided 
20 that they needed to undo several hours of work they could use the log file to recreate the state 
of the disk as it was several hours previously. In addition, the log file 405 would be 
generating, in effect, a continuous backup of the normal disk writes 407. The examples of 
storage devices herein are illustrated herein with respect to hard disk drives. Those skilled in 



015.428448.6 



-9- 



Attorney Docket No. 072228.0102 

the art will recognize that any storage medium or device can be used with the inventive 
techniques disclosed herein. The hard disk has been chosen as the illustrative device only 
because it is an example likely to be familiar to those skilled in the art because of its 
widespread popularity. No limitations on the inventive techniques should be inferred because 

5 a hard disk has been chosen as the illustrative memory device. Devices such as removable 
media, tape, writable CD-ROMS, WORM (Write Once Read Many) flash memory, EEPROM 
(Electrically Erasable Programmable Read Only Memory) as well as other storage devices 
may be used. The inventive techniques disclosed herein are applicable to storage devices, 

Z combinations of storage devices and systems in general, 

m 10 Figure 5 is an illustration of example log assisted disk data structures. Since the log- 

^ Jf assisted disk system is, effectively, a change record, it must have a point in time with which to 

reference the change. Ideally, the log-assisted disk is started when the hard disk drive is first 

g put into use and therefore any intermediate state of the hard disk may be recreated upon a 

:=L' failure. If the hard disk is already in use, a snapshot of the disk 501 can be taken, for 

" 15 example, as part of the initial operation of the log assisted disk system, A snapshot of the disk 

is a copy of all the written sectors of the disk. The snapshot of the disk is set to correspond, 
for example, to time zero and copied onto a backup unit, such as the mass storage unit 125. 
Once the snapshot of the disk has been stored on the mass storage 125, the log assisted disk 
system has ascertained a beginning point and can record any subsequent change to the snapshot 
20 image. Changes comprise the time of the sector writes, the actual sector being written, and 
the sector data 507. The disk can be then recreated to a time end 509 by taking the snapshot 
of the disk 501 and performing the data writes 507 to the sectors 505 that exist between time 
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zero and time N. Of course any intermediate state of the disk within the log can also be 

recreated. Alternatively a particular write can be ascertained. 

The log assisted disk system may also be used to ascertain various metrics regarding 

the changes in a computer system. For example, a computer system controlling a process or 
5 recording data events could use a Log Assisted Disk in order to determine the time at which 
events happened, periodic activity in a system, profiles of and volume of events within a 
system. In essence the history of activity in a system would be captured and that history could 

be mined for any inherent data present within that history of activity. 

Figure 6 is an illustration of an operation of a log assisted disk system to produce a 

10 backup with a minimum of sector writes. At time one in Figure 6, sector (N-1) and (N4- 1) 
are displayed. At time one the data of sector (N-1) has data(l), the data of sector N has 

data(l) and the data of sector (N+ 1) has data(l). At time two, sector N has data(2) and sector 
(N+l) has data(2) written to it. At time three, data(3) is written into sector (N-1), data(3) is 

written into sector N and nothing is written into sector (N+ 1) so data(2) still exists within 
15 sector (N+l). As can be seen Irom the illustration in Figure 6, by implementing a smart log 

assisted disk, data(2) in sector N, i.e. 601, need never be written to the backup. This is 
because sector N started with data(l), had data(2) written to it and then was overwritten by 
data(3). Therefore, data(2), i.e. 601, is only an intermediate state of the disk to be destroyed 
by a future write in normal disk operations. 
20 By maintaining a smart sector map such as illustrated in Fig. 6, intermediate values of 

the sectors need not be written as a backup. Only final values of a sector during any time 

period need be written as a backup. This of course would eliminate the ability to recreate a 
data disk at any point in time. However, in networks with heavy traffic this embodiment 
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might be an acceptable compromise in order to minimize network traffic. If the smart disk 

technology were applied only between successive writes of the LAD system to the network, 

then at most the data that could be lost would be data in the time between successive LAD 
system writes to the network backup system. This period could be limited to a short period of 

5 minutes or even seconds. 

Many operating systems control sector writes to blocks of a hard disk using various 

types of algorithms. For example, storage blocks might be arranged into a queue and the least 

recently used block used by the operating system. Such operating system embodiments of log 

assisted disks might be changed so that the most recently used blocks of a hard disk are reused 
10 whenever possible. By placing the emphasis of reusing blocks in a hard disk system, a smart 
^ log assisted disk can eliminate a larger number of sector writes and thereby further minimize 
the network traffic necessary to backup a system using a log assisted disk. A log-assisted disk 

:f= system can provide a flexibility within computer systems that was previously unknown in 
backup systems. 

15 A log-assisted disk system could also be used for creating parallel or mirror sites at 

different locations. Using a log assisted disk system, data could be posted, for example, as it 
occurred, to a number of sites that were interested in the same data. Each remotely computed 
site would then have a hard disk copy of the data that was used to create the initial site. And 
applications such as remote databases could be continuously kept up to date while, in effect, 

20 providing a backup for the original data disk. 

The Log Assisted Disk system can provide backup for personal computers as well as 
workstations connected to a network, as for example shown in Figure 3. The network 
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interface card 119 coupled to an ethernet connection is merely one example of interconnection 
that the LAD system might employ. 

The NIC could also provide connection via a phone line, digital subscriber line (DSL), 

cable modem, or other connection to the Internet. The Internet can then provide the 
5 connection through a server 123 connected to the Internet to a remote mass storage 125. 

Additionally the NIC 119 need not even connect to a network. The NIC 119 can, for 

example, connect via a phone line or dedicated line to a remote backup facility designed to 
accept log entries and return log entries on request. 

' I Additionally log entries could be written directly to a local mass storage device, such 

i:o 10 as a tape drive, without any network connection of any type required. 

^ y The foregoing descriptions of exemplary embodhnents of the present disclosure have 

been presented for the purpose of illustration and description. It is not intended to be 

rp exhaustive nor to limit the inventive concepts to the embodiments disclosed. Many 

;:L! modifications and variations are possible in light of the above teaching. It is intended that the 

15 scope of the invention be limited not withm this detailed description, but rather by the claims 

appended hereto, which appear below. 



015.428448.6 



Attorney Docket No. 072228.0102 



Claims 



What is claimed is: 

1 1. An apparatus for producing a mass storage backup, the apparatus comprising: 

2 an input for receiving mass storage write commands, said commands comprising data 

3 and a mass storage address at which the data is to be written; 

4 a source of time information; 

5 a circuit for associating a mass storage write commands with the time information, 

6 thereby creating a log entry; and 

7 a storage for accepting log entries. 

1 2. An apparatus as in claim 1 wherein the circuit for associating a mass storage 



2 write command with the time information comprises a computing element and a program 

3 element, which combines the time with a mass storage command thereby producing a log 

4 entry. 



1 3, An apparatus as in claim 1 wherein the storage for accepting the log entries 

2 further comprises: 

3 a network connection for accepting the log entries and for said log entries into a 

4 network; and 

5 a server for accepting log entries from the network and for providing the log entries to 

6 a log file on a log file mass storage device. 
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1 4, An apparatus as in claim 1 wherein the network is the Internet. 

1 5. An apparatus as in claim 1 wherein the mass storage address at which the data 

2 is to be written comprises a sector address. 

1 6. An apparatus as in claim 1 wherein the storage for accepting log entries is the 

2 mass storage. 

1 7. An apparatus as in claim 1 wherein the mass storage is a hard disk system. 

1 8. An apparatus as in claim 1 wherein the storage for accepting log entries is a 

2 RAM based virtual disk. 

1 9. A method for backing up a mass storage the method comprising: 

2 accepting mass storage write commands for the mass storage to be backed up; 

3 appending a time to each of said mass storage write commands to form a log entry; and 

4 storing said log entry in a log file. 

1 10. A method as in claim 9 further comprising storing the log file in a non volatile 

2 storage. 

1 11 . A method as in claim 9 wherein the storing the log file in a non volatile storage 

2 further comprises storing the log file in a local mass storage different from the mass storage to 

3 be backed up. 
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1 12. A method as in claim 11 wherein the mass storage is a hard disk. 

1 13. A method as in claim 10 wherein the storing the log file in a non volatile 

2 storage further comprises: 

3 providing the log file to a network interface; 

4 using the network interface to couple the log file into a network; 

5 accepting the log file from the network; and 

6 storing the log file on a mass storage device. 

1 14. A method as in 13 wherein using the network interface to couple the log file 

2 into a network further comprises: 

3 receiving a status firom the network; 

4 testing the status to determine if the network traffic is low; and 

5 coupling the log file into the network dependant on the network traffic. 

1 15, A method as in claim 9 the method further comprising taking a snapshot of the 

2 mass storage to be backed up prior to accepting mass storage write commands for the mass 

3 storage to be backed up. 

1 16. A method as in claim 9 wherein the step of storing said log entry in a log file 

2 further comprises: 

3 determuiing the sector to be written to from the most recent log entry; 

4 searching for log entries having an earlier tune stamp which writes to the same 

5 address; and 
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6 deleting any log entries with an earlier time stamp which writes data to the same 

7 address as the most recent log entry» 

1 17. A method of recreating the state of a mass storage device at a given time the 

2 method comprising: 

3 accepting a snapshot of the state of a mass storage device; 

4 accepting log entries from the time of the snapshot; 

5 writing the snapshot to a storage device; 

6 writing the log entries, from the time of the snapshot, to the storage device; and 

7 terminating the writing of the log entries when the timestamp of the log entry is equal 

8 to the given time. 

1 18. A method as in claim 17 wherein the accepting a snapshot of the state of a mass 



2 storage device and accepting log entries from the time of the snapshot further comprises 

3 accepting a snapshot of the state of a mass storage device and accepting log entries from the 

4 time of the snapshot from a network connection. 



1 19. A method as in claim 18 where the network is the Internet. 

1 20. An article of manufacture comprising a computer readable media and computer 

2 code which causes a computer to: 

3 accept mass storage write commands for a mass storage to be backed up; 

4 append a time to each of said mass storage write commands to form a log entry; and 

5 store said log entry in a log file. 
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ABSTRACT 

Computer systems may loose data when a failure occurs within a system. To 
counteract such loss of data a backup system may be employed. Common backup systems 
make a copy of either of the data on a storage device or the data, which has changed, on a 

5 storage device. The process of backing up data may involve storing a relatively large amoimt 
of data and so is commonly done infrequently, such as once per day. If a computer's data is 
backed up only once per day, several hours of data may be lost if a computer system fails. 
Embodiments of the present invention may be used to prevent this type of data loss by backing 
up more frequently. In order to back up more frequently less data at a time is backed up. 
10 Instead of the data undergoing a wholesale backup infrequently, embodiments of the present 
invention form a timed log of the storage writes performed by the computer system. The log 
provides a running picture of activity to the computer storage system. By preserving the log, 

for example storing it at a remote site through a network connection, the state of the computer 

can be recreated with any desired granularity, by using the log entries to recreate the state of 
15 the data within the computer system at any desired time. 
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United States Patent Application 

DECLARATION UNDER 37 C.F.R. § 1,63 

As a below named inventor I hereby declare that: my residence, post office address and citizenship are as 
stated below next to my name; that 

I verily believe I am the original, first and sole inventor (if only one name is listed below) or a joint 

inventor (if plural inventors are naraed below) of the subject matter which is claimed and for which a patent is 
sought on die invention entitled: DATA STORAGE SYSTEM AND PROCESS 
The specification of which 

a, ^ is attached hereto. 

b. LJ was filed on as Application Serial No. , which I have reviewed and for which I solicit a United 
States patent. 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the 
clauns, as amended by any amendment referred to above. 

l^cknowledge the duty to disclose information which is material to the patentability of this application in 
i^cordance with Title 37, Code of Federal Regulations, § 1.56 (attached hereto). 

i:-|iereby claim foreign priority benefits under Title 35, United States Code, § 119/365 of any foreign 
l^lplication(s) for patent or mventor's certificate listed below and have also identified below any foreign 
^Iplication for patent or inventor's certificate havuig a filing date before that of the application on the basis of 
vMiich priority is claimed: 

no such applications have been filed. 

such applications have been filed as follows: 






FOREIGN APPLICATION(S), IF ANY, CLAIMING PRIORITY UNDER 35 USC { 


}119 


POUNTRY 


APPLICATION NUMBER 


DATE OF FILING 
(day, month, year) 


DATE OF ISSUE 
(day, month, year) 


*tW!# 








ALL FOREIGN APPLICATION(S), IF ANY, FILED BEFORE THE PRIORITY APPLICATION(S) 


COUNTRY 


APPLICATION NUMBER 


DATE OF FILING 

(day, month, year) 


DATE OF ISSUE 

(day, month, year) 











I hereby claim the benefit under Title 35, United States Code, § 120/365 of any United States and PCX 
international application(s) listed below and, insofar as the subject matter of each of the claims of this application 

is not disclosed in the prior United States application in the manner provided by the first paragraph of Title 35, 
United States Code, § 112, I acknowledge the duty to disclose material information as defined in Title 37, Code 
of Federal Regulations, § 1.56(a) which occurred between the filing date of the prior application and the national 
or PCT international filing date of this application. 

I hereby claim the benefit under Title 35, United States Code § 119(e) of any United States provisional 
application(s) listed below: 



U.S. PROVISIONAL APPLICATION NUMBER 


DATE OF FILING (Day, Month, Year) 
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Please direct all correspondence in this case to Ted R. Rittmaster, Esq. at the address indicated below: 

Ted R. Rittmaster 
Foley & Lardner 

im Century Park East - Suite 3500 
Los Angeles, CA 90067-3021 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on 
information and belief are believed to be true; and further that these statements were made with the knowledge 

that willful false statements and the like so made are punishable by fine or imprisonment, or both, under Section 
1001 of Title 18 of the United States Code and that such willful false statements may jeopardize the validity of the 
application or any patent issued thereon. 



2 


Full Name 

Of Inventor 


Family Name 

Poston 


First Given Name 

Lloyd 


Second Given Name 

Alan 


m 


Residence 
& Citizenship 


City 

Mountain View 


State or Foreign Country 

California 


Country of Citizenship 

United States of America 


Li 


Post Office 
Address 


Post Office Address 

950 High School Way #3310 


City 

Mountain View 


State & Zip Code/Country 

California 9404M969/U.S.A. 


:sMignature of Inventor 201: . /? /? m 


Date: 




Full Name 
Of Inventor 


Family Name 


First Given Name 


Second Given Name 




Residence 

& Citizenship 


City 


State or Foreign Country 


Country of Citkenisliip 


m 


Post Office 
Address 


Post Office Address 


City 


State & Zip Code/Country 


'"^Slignature of Inventor 202; 


Date: 


2 


Full Name 
Of Inventor 


Family Name 


First Given Name 


Second Given Name 


0 


Residence 

& Citizenship 


City 


State or Foreip Comitry 


Country of Citixenslilp 


3 


Post Office 
Address 


Post Office Address 


City 


State & Zip Code/Country 


Signature of Inventor 203: 


Date: 


2 


Full Name 
Of Inventor 


Family Name 


First Given Name 


Second Given Name 


0 


Residence 
& Citizenship 


City 


State or Foreign Country 


Country of Citizenship 


4 


Post Office 
Address 


Post Office Address 


City 


State & Zip Code/Country 


Signature of Inventor 204: 


Date: 
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§ 1.56 Duty to disclose information material to patentability. 

(a) A patent by its very nature is affected with a public interest. The public interest is best 
served, and the most effective patent examination occurs when, at the time an application is 
being examined, the Office is aware of and evaluates the teachings of all information material 

to patentability. Each individual associated with the filing and prosecution of a patent 

application has a duty of candor and good faith in dealing with the Office, which includes a 
duty to disclose to the Office all information known to that individual to be material to 
patentability as defined in this section. The duty to disclose information exists with respect to 

each pending claim until the claim is canceled or withdrawn from consideration, or the 
application becomes abandoned. Information material to the patentability of a claim that is 
canceled or withdrawn from consideration need not be submitted if the information is not 
material to the patentability of any claim remaining under consideration in the application. 
There is no duty to submit information which is not material to the patentability of any existing 
claim. The duty to disclose aU information known to be material to patentability is deemed to 

be satisfied if all information known to be material to patentability of any claim issued in a 

patent was cited by the Office or submitted to the Office in the maimer prescribed by 

§§ 1.97(b)-(d) and 1.98, However, no patent will be granted on an application in connection 

with which fraud on the Office was practiced or attempted or the duty of disclosure was 

violated ttirougli bad faith or intentional misconduct. The Office encourages applicants to 

carefully examine: 

(1) prior art cited in search reports of a foreign patent office in a counterpart application, 

and 

(2) the closest information over which individuals associated with the filing or prosecution 
of a patent application believe any pending claim patentably defines, to make sure that any 

material mformatlon contained therein Is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to 

information already of record or being made of record in the application, and 

(1) It establishes, by itself or in combination with other information, a prima facie case of 
unpatentability of a claim; 

or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by die Office, or 

(ii) Asserting an argument of patentability. 
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A prima facie case of unpatentability is established when the information compels a conclusion 

that a claim is unpatentable under the preponderance of evidence, burden-of-proof standard, 
giving each term in the claim its broadest reasonable construction consistent with the 
specification, and before any consideration is given to evidence which may be submitted in an 
attempt to establish a contrary conclusion of patentability. 

(c) Individuals associated with the filing or prosecution of a patent application within the 
meaning of this section are: 

(1) Each inventor named in the application: 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution of 
the application and who is associated with the inventor, with the assignee or with anyone to 
whom there is an obligation to assign the application. 

(d) Individuals other than the attorney, agent or inventor may comply with this section by 
disclosing information to the attorney, agent, or inventor. 
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